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CONTACT DETAILS

MALAYSIA

KLA TECH (M) SND BHD

28, JALAN SS4D/14, TAMAN PEOPLES'S PARK, 47301 PETALING JAYA.
SELANGOR DARUL EHSAN. MALAYSIA

Tel: 603-78040343

Fax : 603-78040317

Email : ivyphang kla@falco-ecom.com

Skype Contact : kla_ivy

INDONESIA

PT FALCO

RUKO SALEMBA MAS No. 34-36 H, 3RD FLOOR,

JI. SALEMBA RAYA, JAKARTA PUSAT, 10320, INDONESIA.
Tel. : 622197777 121/ 6221 3192 7779

Skype Contact: Ari Wirantoko

Email : a.wirantoko@falco-ecom.com

SINGAPORE

ASCENDO PTE LTD

85 PLAYFAIR ROAD #06-02 TONG YUAN BUILDING
368000 SINGAPORE

Tel: 02-67411218

Fax : 02-67418991

E-mail : falco@pacific.net.sg

BRAZIL

GLASS SENTINAL DO BRAZIL LTDA

CNPJ: 04.615.088/0001-07

RUA DOS MISSIONARIOS, 306 - SANTO AMARO
SANTO AMARO - SAO PAULO- SP

04729-000 BRAZIL

Tel: (11)38467087/(11)5641 2811

Fax : (11)5643 7028

E-mail : natan@vaultbr.com

HONG KONG

KLA SYSTEMS PTE LIMITED
ROOM2309,23/F,

HO KING COMM CTR, 2-16 FAYEUN ST,
MONGKOK KOWLOON, HONG KONG
Tel: +852 6529 5680

Email: cml kla@falco-ecom.com
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INTRODUCTION

The VMS is a complete solution for managing visitors, contractors and non-resident staffs within a
premise. Visitor information can be easily captured and stored by the computerized system including
personal particulars, photograph, hosting staff and in/out date & time.

The VMS can be a standalone application or part of an integrated solution to the Falco Door access
system providing optimum physical access control for all visitors to a premise.

VAULT Copyright © 2016 www.falco-ecom.com 5
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CHAPTER 1 — STARTING POINT

1.1 Software Download

Step 1 - Download the VAULT Enterprise Professional installation setup through http://www.falco-

ecom.com/Download.aspx

* IP ALARM

# IP DOOR ACCESS
# IP CAR PARK

# IP VIDEO

# IP LIFT ACCESS

- —_—
News & Event Product Feedback Downloads About Us

Download Section

Security Asia 2016 Select and download the support material you need.

ch Mumbai 2016 Software sBox Marketing Support & Technical

o w2 FALCOWEB
Intersec Dubai 2016 EaicolVeb 6.0 45 win 0 [Ful Downioa
[EslcoWeb v5.0.46 (Full Download)
Security Asia 2016 at Weby5.0.46 ( Only Update Files

v5.0.42 { Only Update Files)

Falco-Ecom & FalcolP Lite
Falco-Ecom v4.3.06 (Full Packages)

FalcolP Lite v5.07.25 FL [Full Packages
WS ecutech Mumbai 2016 Falco-lite{Update Files)
Booth : B6 Date: EalcolP Lite v5.07.25 FL (normal#fingerprint)

1/4/2016 ~ 23/4/2016 I
>»

Visitor Management System
FALCOENTERPRISEVMS v3.2.2

Intersec Dubai 2016 VAULT Enterprise
17/1/2016 ~ 19/1/2016 Vault Enterprise Pro 1.5.2

» Web Vaultpro New Update

Transaction Server New Update
Guideline Installation

Step 2 - Click on the link as shown in diagram above and save it.

Do you want to open or save FALCOENTERPRISEVMS3.2.2.rar (272 MB) from falco-ecom.com? Open Cancel

Step 3 — Click on the ‘Open folder’ button as illustrated in diagram below

The FALCOENTERPRISEVMS3.2.2.rar download has completed. Open |¥ Open folder View downloads

Step 4 — Extract the zipped folder using any unzip tools and the password for the file extract is
‘FalcoCMS1234’

VAULT Copyright © 2016 www.falco-ecom.com 6
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Share View
I ‘l A Cut % New item v =5 [®5] Open ~ EE Select all
L ‘& e v :
{ 3 5 oo Select none
Copy Pa sers\H - O =
‘ tory 7 Invert selection
“lipb|  Hlapsed time: 00:00:23 Total size: 306 MB Select
€ R 2 | el e Sbeed. Search Downloads
| Files: 0 Proressed: 0B
e Bnabiive Compression ratio: Enter password X id size: 0B 4 Type. .
= < YPM Application
er password:
[ This PC iﬁ%OREl'J“J F&PR'SEVMSH-Z‘ : R ;.2 PM  Application
[ Desktop E | L Application
Documents [] Show password L Application
‘ Downloads Application
s Cancel Executable Jar File
f uste Microsoft Word 9...
=] Pictures Compressed (zipp...
2 |
B videos 33PM  Application
‘i S3A4489D001 (¢ Backooind [ Pame Cancel | |BPM  Microsoft Word 9...
= new fileserver f| S _ [5PM  Compressed (zipp...
= v [8] FALCOENTERPRISEVMS3.2.2.rar 7/29/2016 10:12AM  RAR File
27items  1item selected 272 MB

Size
6,389 KB
6,416 KB
29,766 KB

27,238 KB

716,432 KB
278,434 KB v

Application Tools ~ FALCOENTERPRISEVMS3.2.2 =X 0 X
Share View Manage o
|_‘| & cut 2 x tiﬁ Tl Newitem - (@ open ~ [ select al
w. Copy path -f_j Easy access Edit 5 Select none
Paste _ Move Copy Delete Rename New Properties . = 5
[7] Paste shortcut  tov  to~ = folder - & History 2 Invert selection
Clipboard Organize Ne Open Select
&« v N > ThisPC > Downloads > FALCOENTERPRISEVMS3.2.2 v D Search FALCOENTERPRISEVMS3.2.2 Pl
~
VMS Manual 2 Name Date modified Type Size )
User Manual 4/15/2016 2:51 PM File folder
&3 Dropbox
VMS 2016 1:46 AM File folder
@ OneDrive +5] AUTORUNLINF Setup Information 1KB
@ This PC \Q main.ico Icon 10KB
; o ] main2.ico Icon 10KB
eskto
2 D Microsoft.SqlServer.BatchParser.dll Application extens... 355KB
Documents 3 2 Ry =
|#] Microsoft.SqlServer.Connectioninfo.dil Application extens... 147 KB
& Downloads [4] Microsoft.SqiServer.Replication.dl Application extens... 1,589 KB
D Music [€] Microsoft.SqlServer.Smo.dll Application extens... 1,523 KB
[&] Pictures [4] Microsoft.SqlServer.SqlEnum.dll 10/14/2005 3:46 AM  Application extens... 875KB
B Videos i sqitutico 6/13/20051247PM  Icon 9kB
. S3A4489D001 (C:) @ VMSSMO. exe 8/10/2011 3:25 AM  Application 292 KB
- ; @] VMSSMO.pdb 6 Program Debug D... 76 KB
== new fileserver free rdm (\\Files s . 0 i
[5] VMSSMO.vshost.exe 9/23/2005 6:56 AM  Application 6KB
[_ﬁv Network " VMSSMO.xml 6/2/2011 4:14 AM XML Document 1KB
@] WebSMO.pdb 9/9/201012219PM  Program Debug D... 24KB
*@ Homegroup e J2 S
v % WebSMO.xml 9/6/2010 12219 PM XML Document 1KB v
25items  1item selected 292 KB ]
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2.2 Software Installation

Step 1 — After running the setup file, select the software required and click ‘next’ button to proceed as
illustrated in the figure below.

S Visitor Management System"'- » - S scon(elEle

Visitor Management System

Installation Wizard
Thank you for choosing our product , follow the instruction below to continue your installation.

[] Install Visitor Management System Client Only

l“ [¥] patabase Installation

[¥] Visitor Management Srstem

Step 2 —Choose the server name and set the username and password to login to the server. By default,

the login password for the sa account is ‘passw@rd1234’

VAULT Copyright © 2016 www.falco-ecom.com 8
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] Visitor Management System“’ - - L=t

Visitor Management System

Database Configuration
Computer Name : WIN-97QLMUQUTHD

Operating SystexMicrosoft Windows 7 Ultimate

0S Version : 6.1.7601
DB Server Name : WIN-S7QLMUOUTHD\SQLEXPRESS v
[ Authentication
(©) Use Windows authentication
@ Use SQL Server authentication
Login Name : sa
Password : sese

Step 3 — Click next button to start the installation

@ Visitor Management System

Installation
Please wait while the system configure and guide you for the remaining setup...

Database VMS
Visitor Management System

Step 6 — Click the finish button to finish the installation

VAULT Copyright © 2016 www.falco-ecom.com
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(8] Visitor Management S SR ———

Installation

Please wait while the system configure and guide you for the remaining setup.

Please watt while the system configure and setup your system... -
This process may take 3-5 minute to complete.

Installing VMS Data ...

Success to configure the installation data

[ Installing Visitor Management System ...
Installation Completed ! =
4 b

Step 7 — Double click the

icon to start the VMS application

VAULT Copyright © 2016 www.falco-ecom.com
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CHAPTER 3 — VMS BASIC FEATURES

3.1 ChecklIn

Step 1 - Click on the Check Inicon to check in a user

Main Report

Ole 8 = g 233503 0 w8 X PP 6580

Check In| Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Tile Door Controller Group Options Change Network Theme LogOut Help About
Records  List List Access LvL Password Setting
Visitor o Setting 5

Help

Step 2 — Insert visitors’ MyKad into the smart card reader and press ‘MyKad’ button to read the visitor
details from the MyKad. After that, fill in the checkin Information for the visitor and then check
the Download Card to Door Controller checkbox if you using Falco Controller for integration.

& Visitor Check In — O X

Visitor Detail Photo

IC No/Passport 941105146343 | search ||\ Find | : MYKadi

Title Mr d Name |Chai Chin Hau =X

Address NO 7,JALAN SL 9/8C,

43000 KAJANG
SELANGOR Phone No 0161234567

Postcode 43000 City |KAJANG Emergency Contact

State SELANGOR MName

Company Name Phone No
Check In Information

Card No 46043 Vehicle No Company to Visit | Company V]

Access Level 01 g/ CerdPinNo 0000 Person to Meet | Ali d Floor |1 g

Card Period 4 Hour d Lift Access Lvl d Visitor Type &) Visitor ) Contractor

Expire Date 01-08-2016 J Expire Time 17:00:00 d Purpose Normal Visit hJ

Other Purpose |
_ /\ [_] Alert Host throught SMS Nt
* |_] Alert Host throught email U |»#] Download Card To Door Controller

e — 1= Ir. T o —— T

= Assct | | i | Prnt \5“" Print ‘ l;ﬂ New Check In \ \M Clo 1 4y Q/? Check In

VAULT Copyright © 2016 www.falco-ecom.com 11
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Step 3 — Click the Check In button to check in the visitor.

3.2 Check Out

Step 1 - Click on the Check Out Button on the navigation bar

Main Report
=1z m — = D ~ 2 N9 ) E |
e m = & 4 VR SR - NS
Qlelpm = 4 ad B AP 8 &%
Check In|Check Out|CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Tifle Door Controller Group Options Change Network Theme LogOut Help  About
Records  List List Access LvL Password Setting
Visitor Setting o Help

Step 2 —Fill in the visitor IC number and click search button to search the registered visitor or click on

the find button to find existing visitor. You also can choose to insert Mykad in the smart card
reader and click the MyKad button.

§ Visito agement Syster [w} X
Main Report
o = pr— £ ) ) NS Y Ao
= A H3DND W oS 2.
Q A.d @ e = g‘ A "ﬂ T £ia || g FEA0)
CheckIn Check Out CheckIn Black Pre-Register T¢ e
Records  List List @ veiterchickln
Visitor Detail
S e = Visitor Detail
IC NojPassport 941105146343 Search \__Find ‘”‘ Mykad
Title Mr || Name [Hau —
Address NO 7,JALAN SL 9/8C, >
e /] Edt
43000 KAJANG =
SELANGOR. Phone No
Postcode 43000 City |KAJANG Emergency Contact
Name : Ha
State SELANGOR Name .
ICNo: 941105146343
Company Name Phone No Check In Date : 02-08-2016
Check In Time : 08:55 AM
Check In Information Period : 4 Hour
ContactNo :
Card No 46043 | Vehide No Company to Visit |KLK LAND Sdn Bhd od
Accesslevel |01 | CardPinNo 0000 Person to Meet |Chai Chin Hau ad Floor |1 |y
Card Period 4Hour .| LiftAccessLvl |00 d Visitor Type O Visitor ® Contractor
Expire Date 0208-2016 | ExpreTime |12:54:23 3 Purpose Normal Visit | . —
B X ) Force Check Out
Other Purpose
: (B Beckust
€ Note ! = —
w ) |_] Alert Host throught SMS 3 & CheccOut Al VS
|_] Alert Host throught email Q |&2 Download Card To Door Controller
Acton 1 gl Asset | | e | Pprint B et ,“ﬂ New Check In M dose || & \che&omi & =
" J =1 tk:J b | > E p| === — = —
Total Visitor Today : 1 5 ]
Total Visitor Inside : 1 S P 7= o2 v‘“"“’ﬂl W Today | SiokAl X i‘ R
FiCheckIn | F2 Visitor History !Servercarmcted ': Admin

Step 3 — After all the visitor information is displayed, click on the Check Out button to check out the

visitor.

VAULT Copyright © 2016
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3.3 Checkin Records

This is a feature which allow you to view the summary of the visitors who checked in and/or checked
out within a period of time. Go to Checkin Records as illustrated below

| Man | Report

CheckIn Check Out, ckIn| Black Pre-Register Temp Card Company Staff Building Users Purpose Title Door Controller Group Options Change Network Theme LogOut Help About
i Records | List List Access LvL Password Setting
itor o Setting o Help o

© »Esj 2 £ LadVe 0 s X22PR0280

The below windows will be pop up.

& Visitor Records - (=]
|search
®) Recently
O Today
Oeriod From 02-08-2016 | o 02082015 [¥]
Visitor Type (8 Both QVisitor () Contractor

| Drag a column header here to group|

|BuldngtoVist | Person to Visit

b 0w T S S (™ T | e T
| 46043 Tuesday, August 02, 2016 12:54 ... KLK LAND Sdn Bhd Main Office Chai Chin Hau Normal Visit Contractor Tuesday, August 02, 2016 8:55 AM Tuesday, August 02, 2016 9:53 Al
a ———————————————————————————————————————————— a

(28] e | [

After the search result is generated, the user can choose to export the search result by clicking on the
export button and select the file path to save the excel file.

VAULT Copyright © 2016 www.falco-ecom.com 13
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3.4 Black List

Feature Explanation
;i. Add - Add a visitor to black list
| Edit - Edit current blacklist
‘ 8 Delete - Delete a black list record
1 xEqu't - Export black list to other format
= |Report - Generate black list report
(8 cose " Close blackllist window

Blacklistis a feature which allow the user to prohibit some visitor who possess criminal record previously
to visit the building again. To add a black list:

Step 1- Click on the black list button

Main Report

eo@E £ 2aglva E X P8 680

CheckIn Check Out CheckIn| Black |Pre-Register Temp Card Company Staff Buiding Users Purpose Tifle Door Controller Group Options Change Network Theme LogOut Help  About
Records List Access LvL Password Setting
Visito & Setting 5 Help

Step 2 — Click on the Add button

& Black List Record — ] P

L ot | | 9 o] || ]t | = ror] (6] cose |

VAULT Copyright © 2016 www.falco-ecom.com 14
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Step 3 - Key in the NIRC / Passport No, name and the reason to blacklist

N ‘ V
Detail

NIRC /PassportNo |941105146343
Name Hau

Reason Stealing

H Save

\ u Close

Step 4 — If you check in using this NIRC / Passport no, this popup will be appeared.

3.5 Pre-Register List

3.6 Temporary Card

Features
| 5 New Temporary Card ]

Explanation

Add new temporary card

| < Edit I

Edit existing temporary card

La Return Card

Return the temporary card to activate
back the existing card

é Export l

Export temporary card list as Excel

VAULT Copyright © 2016
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Ly Exit | - Close the temporary card window

Temporary card is a feature same like the Falcoweb / Vault Enterprise Temporary card where it provide
a temporary card for internal staff who is forget to bring his/her card to the premise so that they won’t
loss their attendance for the day. To configure temporary card in VMS just follow the following steps:

Step 1 - Click on the temp card icon on the navigation bar.

Main Report

Qs mo|g2d3lV8 B 88X PEOH&LB0

CheckIn Check Out CheckIn Black Pre-Register |Temp Card| Company Staff Buiding Users Purpose Tite Door Controller Group Options Change Network Theme LogOut Help About
Records  List List Access LvL Password Setting
Visitor o Setting .—

Help

Step 2 — Click on the new temporary card button

& Temporary Card - a X

Staff Name Staff No Department NRIC Original Card No Temporary Card No Expiry Date

X e —— iy

Step 3 - Find the existing card using the find button and fill in the temporary card number which is assign
to the staff

VAULT Copyright © 2016 www.falco-ecom.com 16
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& Temporary Card — X
Card Detail
Existing Card : 0000046043 N Find
Staff Name : Hau
NRIC : 123123
Department : Admin
Temporary Card Info
Temporary Card No :  |61084
Expiry Date : 08-08-2016 d
Remark : Card forget to bring|
(& oo |
Step 4 — Click save button to complete the temporary card registration.
3.7 Company
Features Explanation
|\\/ All Company 1 - Listout all the company
| NewBuiding | - Create new building
E's Aﬁﬁ_l - Add new company
| At - Edit existing company
& Delete | - Delete existing company
\(5&] Export - Export company as Excel
(=, Report - Generate company report
[le) Exit - Exitthe company window
VAULT Copyright © 2016 www.falco-ecom.com 17
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Company is afeature which allow you to list out the company inside a building which giving a clear vision
on the company where the building is locate. The steps to configure the company are as below:

Step 1 - Click on the company icon

7] Main | Report

2m T @R adlud 0 X PR OL80

O pm = 4 |R 3 4 R -

CheckIn Check Out CheckIn Black Pre-Register Temp Card |Company | Staff Building Users Purpose Title Door Controller Group Options Change Network Theme LogOut Help About
Records  List List Access LvL Password Setting

Visitor 5 Setting [ Help &

Step 2 — Click on the add button to add a new company

& Company B H

o
i' Main Office Kla Tech 2 2 1231231443
| test test 1 3 1341234
Detail
Company Name : Falco Telephone 1: 1234567788 Created By : Admin
Floor: 1 Telephone 2: 234252345 Created Date : 08-08-2016
UnitNo: 1 Last Update By : Admin
Remark: Last Update Date : 08-08-2016

Step 3 - Fill in the company details and click on the save button to save the details

VAULT Copyright © 2016 www.falco-ecom.com 18
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& Company Detail — O X
Company
Company Name Falco
Floor 1 d Unit No. |1
Building Main Office hd
Telephone 1 012-2007916
Telephone 2 0194567908
Office No 78040343 ext |03

ContactPerson 1 | Thomas
Contact Person 2 Ivy|

Remark

(g o= |

3.8 Staff

Features

Explanation

i R All Staff J

Show all the staff from all the company

Create new company

Add new staff

Edit existing staff

Delete existing staff

28] Export Export existing staff to excel file
=, Report Generate company report
el Exit Exit the Staff window

Staff is a feature which allows you to add staff into the Visitor Management System so when register
visitor able to select the person to visit according to the building. The steps to add staff are as below:

VAULT Copyright © 2016
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Step 1 - Click on the Staff button in the navigation menu

| van | Repot ) -
01’1@5@1\&&@’3 # A28 &O%dO

CheckIn Check Out CheckIn Black Pre-Register Temp Card = Company| Staff |Buiding Users Purpose Tifle Door Controller Group Options Change Network Theme LogOut Help About e —
| Recm_:l's_m—List List il ) Access LvL Password Setting ) .

I Visitor G - Setting i Help B
Step 2 — Click on the add button to add new staff

§ ciaff - O X

Internal Staff 0000000000

Card No: 0000000000
Remark : Default Staff

Detail
Name : Internal Staff Telephone : Created By :
ICNo: Mobile No : Created Date: 28-11-2010

Last Update By : Admin
Last Update Date : 16-12-2010

Step 3 — Fill in the card details and click on the Save button

VAULT Copyright © 2016
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& Staff Detail
Staff

Company Company
Name Chin Hau
IC No 123456789
Card No 123456789
Telephone 21355669
Ext 03
Mobile No 0163232608
Staff No 123456
Floor No 1
Department |Department
Email Test@gmail.com
Remark |

= a

!M Close |

X

3.9 Building

Features Explanation
%“_,; Add } Add new building
Edit Edit existing building

Delete existing building

Save newly added building

Close building window

This building feature allow you to add all the buildings ina premises. So that the person in charge in the
visitor registration can be easily guide the user to the correct building where the company is located.

Follow the following steps to configure the building:

VAULT Copyright © 2016
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Step 1 - Select the building icon from the navigation menu

e — *
OQeszpm = g LI lvd @ # X P2PE0%80
CheckIn Check Out CheckIn Black Pre-Register Temp Card | Company Staff |Buiding | Users Purpose Tie DoorController Group  Options Change Network Theme LogOut Help About =
| Recordsust List | ) Access LvL Password Setting )
[ Visitor s Setting E Help
Step 2 — Click the Add button
& Building = C X
Jrag a co pade ere to group o 3 0
" Building Na 'rfﬁw . |" ‘
%

Eﬂ Main Office Kuala Lumpur

Building Name iMain Office |

I
Description \Kuala Lumpur ‘

Step 3 — Key in the building name and description for the building and click on the save button to save
the setting

VAULT Copyright © 2016 www.falco-ecom.com 22



http://www.falco-ecom.com/

FALCO

Manual — FALCO Visitor Management System ll

& Building — O X

Drag a column header here to group by that column

t
|

ORI TN

PR

Desc

Detail

Building Name iFaIco l

Description iFalco |
Tl
g A |||
3.10 Users
Features Explanation

o Add i| - Add new system user

| Edt | - Edit current systemuser

ﬁ Delete. .] - Delete existing system user

 Export - Export system user to excel

(o) Close | - Exit User List window

VAULT Copyright © 2016 www.falco-ecom.com 23
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This user list feature allows multiple user with different authority to access the Visitor Management
System. The administrator of this systemis able to add a new account with the area that the new useris
able to access granted by the administrator. Follow the following steps to configure the system user:

Step 1 - Select the Users icon from the navigation menu

Main Report

QO ¢vm = g 1\&1@5@3 B s x5 &6x%80

CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding] Users |Purpose Title Door Controller Group Options Change Network Theme LogOut Help About
Records  List List Access LvL Password Setting

Visitor 5 Setting Help

Step 2 — Click the add button to add a new system user

|User Detail

User Name Mobile No Email

No image data

Name :

Email :

Mobile No. :
Status: |_] Active

Step 3 — Fill in the user details, grant its authority to access the systemand set the access level for the
user to use.

VAULT Copyright © 2016 www.falco-ecom.com 24



http://www.falco-ecom.com/

FALCO

Manual — FALCO Visitor Management System

& User Detail — O X
User Detad

Name |Hau

Login ID ChinHau

Password :xs:xs::::

Password (again) e | &

Email Ttesi@gmail.com

Mobile 0162345678

Status |v] Active

Load Image
| Authority | Access Level |
Visitor
|v]Check In / Check Out  |v] Check In Record |v]Black List | Check Out Al Visitor
|v] Edit Visitor Record Check In
‘Setting -
\v] Company {v]Building |v]Users |v] Title |v] Network Setting
\v] staff |v] Purpose |»] Option |v|Door Controller  |v] Group Access Level
_VReport

\¥|Report Manager  |v] Visitor In Out |v] visitor Detail |] visitor Asset
\v] staff Report |v]Company Report  |v]Black List Report  |v] Audit Trial
\v] Deselect Al

| Save ][ Close]

Step 4 — Click on the Save button to save the settings

3.11 Purpose

This feature allow user to predefine purpose for the visitor when they come for visit. There are various
default purpose already defined when the first time you enter Visitor Management System. You can add
in more predefine purpose by following the steps below:
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Step 1 - Select the Purpose icon in the navigation menu

- Main | Report

BB e @ 2HdlU8 @ X PELO0%80
QO s @ = N PR e
CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users |Purpose | Tile Door Controller Group Options Change Network Theme LogOut Help About
Records  List List Access LvL Password Setting
Visitor 5 Setting 5 Help

Step 2 — Click on the Add button to add a new predefine purpose

& Purpose = O

Business

| Delivery
Meeting
Normal Visit
Other

Step 3 - Fill in the predefine purpose and click save to save the purpose
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» ';Business

'Delivery

7 Meeting
 Normal Visit
Other

Detail

Purpose ‘Mailing

gi.'.x . | g‘ | W save @mﬁj

3.12 Title

Title is a feature which allow you to add the appellation for different group of people. By default, the
Visitor Management System already included two general titles which are Mr and Ms. To add more title,

follow the steps below:

Step 1 - Select the Title icon in the navigation menu

Main Report

© s pm D g /L\sﬂt;:;L-Q B X228 6480

CheckIn Check Out CheckIn Black Pre-Register Temp Card | Company Staff Buiding Users Purpose| Tie | Door Controller Group  Options Change Network | Theme LogOut Help  About
Records  List List Access LvL Password Setting
S

Visitor o Setting

Help

Step 2 — Click the Add button to add a new title
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& Title

Drag a column header here to group by that column

i

Tite

Mr

Ms

=

Detail

Title [Mr ]

B - | (Gl

Step 3 — Key in the new title and click Save button to save the setting

28
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& Title — ) X

Detail

Title :Madam|
L!IJ A48 N sy‘ % I ! Save LC_QJ-CQJ

3.13 Door Controller

Door controller allow you to add the controller to the Visitor Management System so the visitor card can
be downloaded to the controller once the card is checked in from the Visitor Management System.
Follow the steps below to add a controller:

Step 1 - Select the Door Controller button in the navigation menu

Main Report

QM= g 2230030 |la X Pu0id0

CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Title |Door Controller] Group Options Change Network Theme LogOut Help About
Records  List List |Access LvL Password Setting
Visitor o Setting &

Help
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Step 3 — Fill in the door name and door ip

Step 4 — Click on Add button to add a new controller

% 0 % ]
Door Name ' Door IP Door ID Alarm Lift Car Park
2 u] =] u]
Detail
Door Name |Test48 Type Controller : |_] Alarm
Door 1P |192.168.0.48 [Juift
DoorID |1 ' |_]car Park
] o) (ome] B[Sl

Step 4 — Click ‘Save’ button to save the door setting

3.14 Group Access Level

Group access level allows you to categorize the access right for each user group. Admin can set multiple
access level for different group of visitor card holder.

Step 1 - Select the Group Access LVL button in the navigation menu

Main Report

Qo M= g 2AHdlyd A X8 SEO0

CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Tile Door Controller] Group |Options Change Network Theme LogOut Help About
Records  List List [Access LvL| Password Setting
Visitor & Setting 5

Help
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Step 2 — Select the group number and then fill in the group description. Select the door controller
which the visitor can access

& Access Level — O X
iGroup |
[Group No. |r01 @

| Group Desc iFULL ACCESS

Drag a column header here to group by that column

Door IP

El

Step 3 — Click on the ‘Save’ button once the settings are done

3.15 Options

This option allows user to configure the system setting such as email & sms server, default value, device
setting, access door integration and pre-registration server setup.
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Main Report

Q¢vpm g L0808 03 ;;; IR 12

CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Tile DoorController Group [Options | Change Network | Theme LogOut Help About
Records  List List Access Ll

Password Setting
Visitor o Setting o

Help

3.15.1 Email & SMS

This feature allow user to configure the SMTP email server and SMS service center setting. It is use to
notify the host through email or SMS when the visitor is checkin to the Visitor Management System.

& Option = O X
Email & SMS | Default Value = Device Setting  Door Access Integration Mode = Utility  Pre-Registration ¢ 4 (2
SMTP

SMTP Name smtp.gmail.com

Qutgoing Port |0

\v] Authentication Required

User Name user

Password e | Test Sending Email
SMS

Service Center

Phone No
Pin No
Comm Port 0
ﬁ/ Apply 1 \w Closerj
3.15.2 Default Value

This feature enable user to set the default value for the VMS system. It can help to speed up the check
in process and avoid human mistake due to forget to set the setting when check in visitor.
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%

Title Mr
Purpose Business

Card Period |4 Hour

[N <R Y <

Access Level 01

Lj lw] Download Card To Door Controller
< / |_] Alert Host throught SMS
|_] Alert Host throught email

e |_] Always Show Asset Input Panel

T |_]VMS In Standalone Mode

wees || Print check in slip for each new Visitor Check In

Email & SMS  Default Value | Device Setting | Door Access Integration Mode | Utility | Pre-Registration ¢ 4 (&

o o ) e

Features Explanation
Title - Set the default title for the visitor when check in
Purpose - Set the default purpose for the visitor when check in
Card period - Set the default card period for the visitor when check in
Access level - Set the default access level for the visitor when checkin

Download card to controller

Tick the download card to door controller option by default
when check in

Alert host through SMS

Tick the alert host through SMS option by default when check
in

Alert host through email

Tick the alert host through email option by default when check
in

Always show assetinput
Panel

Show asset input Panel by default when check in

VMS in standalone mode

Use VSM in standalone mode by default. Once this checked,
the card number field will be disabled when check in.

Print check in slip for each
new visitor check in

Automatically print the check in slip when check in
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3.16.3 Device Setting

This device setting allows application user to configure the webcam and my card reader setting. User
have to set the webcam and myKad before use it to check in the visitor. Before configure these device,
make sure it is connected to your pc first and install necessary driver if any.

%
Default Value Device Setting ' Door Access Integration Mode | Utlity | Pre-Registration Server ™" .4
Webcam
Cam1: Q Configure Now
Cam2: Q Configure Now
Cam 3: Q Configure Now
Cam 4: Q Configure Now
|
Cam5: Q Configure Now
MyKad
No readers available
MyKad Device : |OMNIKEY CardMan 3x210 od
a @) Close J
& Aoy ‘ el

3.16.4 Door Access Integration Mode

This door access integration mode allow VMS to integrate with falcodoor systemsuch as Vault Enterprise
and FALCOWEB. This feature will only synchronize the card user data from Falco door system to the Staff
in Visitor Management System. The controller and the access level will not be imported into the Visitor
Management System. To sync data from Falco door system, choose the correct SQL Server Name and
key in the login id and the password for the SQL Server. The default password for the SQL Server is
passw@rd1234. If you are using your own password, please specify your own password. After the server
info are filled in, click on the ‘Test’ button to test the connection and click on ‘Sync Data’ to start import
the data to VMS.
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& Option — O X
Email & SMS | Default Value | Device Setting | Door Access Integration Mode | Utiity | Pre-Registration ¢ 4. (&

\v] Integrated With Door Access System

Server Info

Server Name .\SQLEXPRESS v | Test -

Login ID sa Password | ¥*¥***ssexs= |_SyncData ]

Door System ) Vault Enterprise Site &) Vault Enterprise Central () SCAIIPWEB/FALCOWEB

Active Directory

__|Enabled Active Directory User

Active Directory Path : LDAP://falco.srv/ou=operations,ou=KL ,ou=vaultbr,dc=vaultbr,dc=srv

i'(/ ADP'Yll ‘u CloserJ

Active Directory when enable will only import the active directory userin the Microsoft Active Directory.

This is an optional feature to increase the security for the Visitor Management System in order prevent
unauthorized user to login to this system easily.

3.16.5 Utility

This utility is a support tool where it able to reprogram the visitor card and upload the visitor card from
controller to VMS to check for the setting. Reprogram visitor card is a feature where it can download
again the visitor card to the Falco controller if the controller is replaced with a new controller for some

reason. This would speed up the process for maintenance and reduce human mistake when checking in
again for the new Falco controller during maintenance.
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& Optior =

Default Value 1 Device Setting = Door Access Integration Mode = Utility  Pre-Registration Server RS

Door Controller List

Test119 (192.168.0.119)

|_] Test48 (192.168.0.48)

|_]select al
Reprogram Visigor Car? l
_'Upload Card
CardNo 61084 | Upload Visitor Card |

|\/ Applvgl \M Close;l

3.16.6 Pre-Registration Server

This feature allow user to integrate VMS with Falco Pre-Registration Server. After the integration is set,
visitor are able the make an appointment with the host and pre-register in the system before they come
for visit. After visitor registered in the pre-registration server, the visitor can get a pass faster when they
come for visit. This would reduce the time taken to register in the registration point. Tick on the enable
auto sync from the pre-registration to VMS based on time set.
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Default Value | Device Setting | Door Access Integration Mode | Utility | Pre-Registration Server W

Server Info

Server URL  |http://localhost/vms

| Test Connec7t777|
Password Sync Data

Login ID

|_|Enable Auto Sync

Every : minute

\'v) Apply AJl - Closei

3.17 Change Password

This feature allow user to change their login password regularly to ensure someone can’t acquire user’s

password and use it to snoop on the user over an extended period of time. To change the password
follow the following steps:

Step 1- Go to ‘Change Password’ in the navigation menu

Main Report

f ; R = Ao | O W 3 D & Xl & O
O s 2w o g 4233 ¢ m |7 = ®
CheckIn Check Out CheckIn Black Pre-Register Temp Card Company Staff Buiding Users Purpose Tifle Door Controller Group  Options

Change |Network Theme LogOut Help About
Records  List List Access LvL Setting
Visitor o ~

Setting Help

VAULT Copyright © 2016 www.falco-ecom.com 37



http://www.falco-ecom.com/

FALCO

Manual — FALCO Visitor Management System

Step 2 — Key in your old password and then specify a new password for the account

Old Password FEEEEEEES: &«
New Password | ¥¥****¥*= ¥’
New Password | ®¥*F*¥=*= 7
{again)

.| Show Password | Cose || save |

Step 3 — Click ‘Save’ button to save the setting.

3.18 Network Setting

This feature allows user to change the SQL connection by selecting the connection type depending on
where the SQL ininstalled. You can go to ‘Network setting’ in the navigation menu as shown in the figure
below:

Main Report

Qe m = g gl vad @ = \}Q ' NT)

CheckIn Check Out CheckIn Black Pre-Register Temp Card | Company Staff Buiding Users Purpose Tile DoorControler Group  Options Change [Network] Theme LogOut Help About
Records List List Access Lvl Password | Setting
&

Visitor 5 Setting Help

If the SQL Server is installed in the same pc with VMS, choose server connection and click on the test
connection. If the SQL Server is installed on different PC, choose client connection and fill in the server

info such as server name based on the ip for the pc where the SQL Server is installed e.g.
192.168.0.182\SQLEXPRESS and the loginid and password.
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& SQLServe
Language Option : [English d
Computer Name HARDCORE-PC

Server/Client

This Computer is :

O server

@ Client — _
Server Info

Server Name |192.168.0.130\SQLEXPRESS “

Login ID sa Password | F*ssssssmss

| Close

VAULT Copyright © 2016 www.falco-ecom.com 39



http://www.falco-ecom.com/

