
Controller Specifications 

1DR TCP/IP Controller Specification 

Manufacturer 
CPU 
Memory 
Battery Charger 
Operating Temperature 
Humidity Range 
Card Holder 
Event 
Reader 
Card format support 
Controlled Doors 
Alarm Points 
Output Relays 
Communication 
Holidays 
Time Zones 
Time Sets 
Time Sets Interval 
Access Level 
Tamper Detection 
Software User Level 
Elevator Floors 
Elevator Access Level 
Card Holder Photo 
Floor Plan 
Network Protocols 
Board Dimension 
Power source requirement 
Optional Configuration 

Falco IP 
Motorola Enhanced microprocessor 16-bit MCU 25 MHz 
EEPROM 
7AH 
0˚C to 60˚C 
0-95% non-condensing 
1,000 upgradeable to 20,000 
2,000 upgradeable to 40,000 
1 in, 1 out for 1 door (Expandable: 2 in, 2 out for 2 doors) 
Wiegand 26bits, MIFARE 
single door controller (Expandable: two door controller) 
1 (Expandable: 32 Alarm input Points) 
1 (Expandable: 64 1A Output Relays) 
10/100 Mbits/s 
50 
99 
50 
3 
72 
Yes 
3 
64 floors 
50 controls of 64 floor 
yes 
yes 
TCP/IP, ARP, DHCP 
(w/o casing) 128 mm x 104 mm 
14.5VAC, 12VDC 
Able be car park controller for 2 barrier (Expandable 4 barrier) 
Expandable lift module 
Expandable alarm module 

2 DOOR (2DRE) TCP/IP Controller Specification 

Manufacturer 
CPU 
Memory 
Battery Charger 
Operating Temperature 
Humidity Range 
Card Holder 
Event 
Reader 
Card format support 
Controlled Doors 
Alarm Points 
Communication 
Holidays 
Time Zones 
Time Sets 
Time Sets Interval 
Access Level 
Tamper Detection 
Software User Level 
Card Holder Photo 
Floor Plan 
Network Protocols 
Board Dimension 
Power source requirement 

Falco IP 
Motorola Enhanced microprocessor 16-bit MCU 25 MHz 
EEPROM 
7AH 
0˚C to 60˚C 
0-95% non-condensing 
1,000 upgradeable to 20,000 
2,000 upgradeable to 40,000 
2 in, 2 out 
Wiegand 26, MIFARE 34 
Double doors controller 
1 
10/100 Mbits/s 
50 
99 
50 
3 
72 
Yes 
3 
yes 
yes 
TCP/IP, ARP, DHCP 
(w/o casing) 128 mm x 104 mm 
14.5VAC, 12VDC 



8-Input Module Specification 

Manufacturer 
Max Expansion 
Usage 
Power Input 
Input Type 
Board Dimension 

Falco IP 
32 input 
Alarm Input zones expansion 
12V DC 
Active Low and Active High 
(w/o casing) 90 mm x 53 mm 

8-Output Module Specification 

Manufacturer 
Max Expansion 
Usage 
Power Input 
Relay Output 
Current Consumption 
Output Type 
Board Dimension 

Falco IP 
64 output (dry contact) 
Lift Floor Expansion, Automation Control 
12V DC 
10 A Contact Rating 
0.25 A 
Dry Contact (Normally Open / Normally Close) 
(w/o casing) 138 mm x 53 mm 

Expansion 2nd Door Module 

Power 
Usage 
Output 
Current Consumption 
Reader 
Tamper Detection 
Dimension 

12 VDC (Able Internal / External) 
Connect to 2nd Door 
2 Relay Output 
0.1 A 
2 (1 IN and 1 OUT) 
Yes 
25 mm X 77 mm X 105 mm 

LCD Keypad built-in TCP/IP Controller Specification 

Manufacturer 
Microprocessor 
Bus speed 
Baud rates 
Mode of operation 
Usage 
Display 
Keypad 
Back Light 
Built-in reader 
Card Reader Format 
Format 
Read Range 
Dimension (with casing) 
Operating Temperature 
Humidity Range 
Power requirements 
Casing material 
RF Modulation 
Communication 
Holidays 
Time Zones 
Time Sets 
Time Sets Interval 
Access Level 
Tamper Detection 
Software User Level 
Card Holder Photo 
Floor Plan 
Network Protocols 

Falco IP 
Renesa5 R5F51256 
18.432 MHz 
38400 
Card only, PIN only, Card + PIN 
Display current date, time, card number and events 
16 x 4 characters 
3*4 
yes (Blue colour) Power Input 12V DC 
yes 
EM Format (Model : PEM5008) Mifare (Model : PMM6008) 
Weigand 26 bits or MIFARE 34 bits 
60mm – 120mm (depends on environment) 
120 mm x 90 mm 
0˚C to 60˚C 
0-95% non-condensing 
14.5VAC 12VDC 100mA 
PVC type 
ASK at 125kHz, 13.56MHz 
10/100 Mbits/s 
50 
99 
50 
3 
72 
Yes 
3 
yes 
yes 
TCP/IP, ARP, DHCP 



System Capacities 

Window XP, 2000 
Card Readers/keypads2048 
Door controller1024 
Transactions (on line)Unlimited 
Transaction per controller2,000(expandable 50,000) 
Card Holder per controller1,000(expandable 100,000) 
Remote Communication50 capability workstation 
Holidays50 
Time Zones50 
Time Sets50 
Time Sets Interval3 
Access Level99 
Numbers of controller1000 
Numbers of reader2000 
Numbers of Alarm Points500 
Numbers of auxiliary Output250 
Numbers of Elevator Lifts250 
Tamper DetectionYes 
Software User Level3 
Elevator Floors64 floors 
Elevator Access Level50 controls of 64 floor 
Card Holder Photoyes 
Floor Planyes 
Global Antipasspack 
Continuos Reading of card Even When Door is open 
Card lockout is disable cards with 3 successive incorrect card (card lockout can be manually reset based on time) 
User Definable working hour 
Door release from PC 
Export data to third party 
Simple time attendance report 
3 modes of operation : card, card & pin, pin 
Concurrent operator languages 2 
System Operator password Unlimited 
Security levels 4 ( Enterprise System Admin, System Admin , Operator, Time Attendant) 
Number of printer 1 per workstation 
Databases MSDE/SQL 
Others features : 
- Elevator Control 
- Virtual Alarm System 
- Web Based Visitor Management System 
- On Line Guard Tour 
- Video Integration 
- Car Parking Control 
- Remote Site Management 



PC Specification 

Processor 
RAM Memory 
Hard Disk Space 
Network Card 
Operating System 
Database Type 

System Specification 

Numbers of controller 
Numbers of reader 
Numbers of Alarm Points 
Numbers of Output Relays 
Numbers of Elevator Lifts 

Ethernet Specification 

Ethernet 10/100 Mbps transceiver (EPHY) 
—IEEE 802.3 compliant 
—Digital adaptive equalization 
—Half-duplex and full-duplex 
—Auto-negotiation next page ability 
—Baseline wanders (BLW) correction 
—125-MHz clock generator and timing recovery 
—Integrated wave-shaping circuitry 
—Loop back modes 

1000 
2000 
500 
250 
250 

Intel Pentium 4, 2.4GHz 
256MB RAM 
1000MB for software installation 
(100BASE-TX / 10BASE-T) (RJ-45) or Wireless LAN IEEE802.11b/g 
Windows XP, Windows 2000 and above 
Microsoft SQL, MSDE 



Falco IP Web Requirement 

Server Requirements 

Hardware Requirement 

Processor : 
• Pentium Dual-Core Processor (2.4GHz) or above 

Memory : 
• 1GB (2x512MB) DDR2 SDRAM or above 

Operating System : 
• Microsoft Windows 2000 Server 
• Microsoft Windows 2003 Server 
• Windows XP Professional 

Software Requirement : 
• Microsoft Internet Information Services (IIS) 5.1 or above 
• Microsoft .NET Framework Version 2.0 

Browser Requirements : 
• To use all the advanced features of the FalcoWeb, you will need to be using the latest versions of Microsoft Internet 
   Explorer, Firefox, or Opera on a Windows system. 



FALCO IP Web Access Control Systems Architecture 

1 Door Controller Controlling 8-Floor Lift 
Access. Additional 8-Output Module will be 
needed for controlling 16- Floor. Maximum 
is 64 Floors. 

1 Door Controller Controlling 1 door. At 
the same time able to Arm/Disarm alarm at 
the reader by swiping of cards. Additional 
8-Input Module will provides input for alarm 
monitoring system. Maximum numbers of 
input can be connected is 64 input. 
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FALCO IP Virtual LAN System Architecture 
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